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Abstract—Mobile users increasingly rely on Virtual Private
Networks (VPNs) to protect themselves from tracking, surveil-
lance, and censorship. VPN apps operate from a privileged
position by requiring interception of user traffic. While this safe-
guards end user traffic from malicious network intermediaries
(e.g. surveilling ISPs), it leads to a critical “transfer of trust” from
such network intermediaries to VPN providers. Yet, despite the
sensitivity of this role, VPN apps, especially on mobile platforms,
remain insufficiently audited.

In this work, we present MVPNalyzer, an extensible framework
for systematically analyzing Android VPN apps. Designed to
handle the unique challenges of the Android VPN ecosystem,
MVPNalyzer enables detailed investigation of VPN applications’
behavior across the network layers. We apply our framework to
281 popular VPN apps from the Google Play Store and uncover
fundamental and critical issues: 61 apps transmit unencrypted
data, with 5 sending sensitive VPN configuration files in cleartext,
allowing an attacker to hijack the VPN tunnel connection; 29
apps leak user traffic (including DNS) outside the tunnel; 169
apps fail to obfuscate the traffic to avoid trivial blocking; 76
apps transmit Advertising ID, the device-unique ID widely used
for device and user tracking; and 107 apps fail to implement
the best security practices in their VPN configuration files.
Collectively, these apps have hundreds of millions of installs,
highlighting the scale of users being impacted. Our findings
reveal a troubling pattern of developer negligence, highlighting
how poor enforcement, transparency, and maintenance practices
continue to undermine even fundamental security guarantees.

I. INTRODUCTION

In today’s digital landscape, users navigate a minefield
of privacy and security threats that follow their every click.
The metadata trailing behind a single web request can reveal
one’s most intimate secrets. For example, a domain name by
itself could silently convey one’s sexual orientation, health
conditions, or political allegiances to unseen watchers [1]-
[4]. This digital shadow has escalated from being an ab-
stract concern to a tangible danger; intelligence agencies and
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corporations weaponize metadata for mass surveillance and
behavioral manipulation with frightening precision [5]|-[7[]. As
a result, users live in constant paranoia, knowing their digital
footprints are being harvested, analyzed, and exploited mostly
without consent [8]], [9].

Over time, Virtual Private Networks (VPNs), now fueling
a growing multi-billion dollar industry [[10]], have found their
way into everyday users’ toolboxes as a crucial defense against
such threats. For millions of users, they represent a simple fix
to a complex security and privacy problem—recent statistics
demonstrate that 82% VPN users believe that VPNs keep them
anonymous [[11]. However, this comes at a cost: the VPN
app sits in a privileged position, viewing, intercepting, and
handling all user traffic. This underscores the need for rigorous
evaluation of VPN apps to ensure they uphold users’ trust.

Previous work has demonstrated that VPNs have caused
numerous security and privacy issues [[12]-[18]]. For instance,
studies have demonstrated that some VPN apps turn end-user
devices into a residential proxy network and monetize them
on residential IP markets [[19], [20]. However, most existing
studies either perform limited analysis of a specific weakness
(detectability, routing security, efc.) [15]-[17] or focus on
desktop platforms [[18]], leaving a gap for systematic evaluation
of the security and privacy issues of mobile VPN apps.

In this work, we develop MVPNalyzer, a systematic frame-
work for analyzing Android VPN apps. MVPNalyzer is de-
signed to be modular and extensible, supporting the periodic
addition of new analyses and tests as privacy and security
threats evolve over time. At a high level, the framework
consists of three main modules—collection, processing, and
analysis—and is structured to easily incorporate new streams
of data and analysis.

Developing such a framework comes with numerous dif-
ficulties where performing certain analyses, while trivial on
desktop apps, become much more challenging in the mobile
ecosystem. For instance, Android provides complex routing
table handling as part of their VpnService API, where
app traffic can be routed not just based on the destination
IP address and firewall marks, but also based on app IDs,
making it challenging to trace the VPN apps’ behavior [21].



MVPNalyzer handles this challenge, along with many others
related to traffic decryption and the inherent restrictions of the
Android platform in performing specific analyses.

We employ MVPNalyzer on a dataset of 281 most popular
VPN apps and ask the question: can users expect VPN
providers to uphold fundamental security and privacy guaran-
tees? To that end, we conduct a detailed investigation geared
towards five specific analyses: (1) whether apps properly tun-
nel all user traffic without leakage, (2) whether apps use secure
and robust communication channels, (3) whether the apps use
hardened security configurations, (4) whether apps exfiltrate
sensitive user or device information to third parties, and (5)
whether apps provide any kind of protection against detection,
especially when they make strong claims of unblockability.

Our findings reveal alarming trends: VPN apps that appear
as top results in user searches are not following even the
bare minimum of security and privacy practices. Surprisingly,
61 VPNs still transfer unencrypted content, leaving them
vulnerable to a range of injection attacks [22], [23]]. In some
cases, even crucial VPN configuration files are transmitted in
cleartext, allowing an on-path adversary to trivially modify or
replace them and redirect the client to unwittingly connect to
an adversary-controlled VPN server. Additionally, despite the
well-documented risks and long-standing awareness of DNS
and traffic leaks, 29 VPNss still fail to provide such protection,
defeating the main purpose of VPNs [13]], [18]. Investigating
the reasons behind leaks reveals that they often arise from
developer negligence and misconfiguration (we found five apps
that encapsulate user traffic, but do not encrypt it). Worse
still, VPN configuration files directly reflect providers’ security
readiness and intentions. Among the apps where we found
such files, more than half fail to implement basic security
hardening measures to protect users against known threats.
Overall, the VPN apps with uncovered security and privacy
lapses have been installed over 2.4 billion times, putting a vast
number of users at risk. We have disclosed the most exploitable
findings to all VPN providers.

Our study highlights the need for a systematic solution to
continuously evaluate mobile VPN apps, where we take a first
step by developing a robust framework called MVPNalyzer.
We envision the framework to be the de-facto system for
analyzing mobile VPN apps going forward and provide better
transparency for stakeholders to take appropriate actions.

II. BACKGROUND AND RELATED WORK

VPNs have become widely adopted by users seeking to by-
pass geoblocking, circumvent network censorship, and protect
their online activity from network observers such as ISPs [24],
[25]. While these services advertise enhancing users’ online
security and privacy, their actual behavior remain opaque. In
this section, we first describe how VPN applications operate
on Android, followed by a review of prior research on the
security and privacy analyses of VPN services.
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Fig. 1: Overview of traffic flows in a typical mobile VPN
app. The VPN app 1) communicates with its own backend
infrastructure, 2) contacts third-party services (e.g., ads and
trackers), and 3) captures user traffic and tunnels it to a remote
VPN server. Meanwhile, leakage might happen, exposing user
traffic to observation and manipulation by on-path adversaries.

A. VPNs on Android

Mobile VPNs account for a substantial portion of the
VPN ecosystem, with recent reports estimating that over
60% of VPN users access these services on mobile plat-
forms [26]], [27]]. In contrast to desktop environments—where
clients typically receive elevated privileges to configure routing
tables and tunnel interfaces directly—Android restricts this
access. To operate as a VPN, an Android app must declare
the BIND_VPN_SERVICE permission and implement the
VpnService API, which grants access to a virtual tunnel
interface [28]]. Users are notified of this access via a one-time
approval dialog and a persistent system notification while the
VPN is active [13]. Figure[I]illustrates the high-level structure
of Android VPN traffic. In the bootstrapping phase before the
tunnel is established, VPN apps generate outbound traffic to
their backend infrastructure (e.g., to fetch server lists or deliver
analytics), as well as to third-party services such as advertising
or tracking platforms. Once the tunnel is established, traffic
from other applications is redirected to the tunnel interface,
allowing the VPN app to encapsulate it and send it through
the tunnel; once the VPN server receives the packet inside
the tunnel, it decapsulates it before forwarding to the destined
service. While user traffic is expected to be encrypted and sent
through the tunnel, leaks may occur, either unintentionally
or by design, causing traffic to bypass the tunnel and reach
its destination directly. All three categories of traffic—VPN-
generated traffic, the tunnel connection itself, and any leaked
user traffic—remain observable to a network adversary.

B. VPN Analysis

Despite VPNs’ growing popularity, prior research has re-
vealed vulnerabilities in client software, protocols, and server
infrastructure [[13]], [16], [18], [29]-[32]. Ensuring full security
of VPN applications is complex; the app must utilize secure
communications with third party servers or its backend server
for bootstrapping, securely configure routing tables to avoid



leakage, use an encrypted and securely configured tunnel, and,
in many cases, obfuscate its traffic to avoid being detected.

Studies in the past have uncovered significant security and
privacy concerns. Perta et al. identified IPv6 and DNS leaks in
their analysis of 14 popular VPNs [33[]. Khan et al. revealed
alarming practices such as leaking user traffic in various ways,
and misrepresenting VPN server locations in their evaluation
of 62 commercial VPN providers [14]. Ramesh et al. system-
atically analyzed popular desktop VPN providers and reported
findings including traffic leaks and DNS insecurity [18]. Prior
work also identified specific vulnerabilities at the protocol and
routing levels. Xue et al. demonstrated widespread vulnerabil-
ities caused by VPN client misconfigurations in routing tables,
enabling traffic leaks outside the secure tunnel across various
platforms and VPN services [[17]]. In an investigation by Xue
et al., despite obfuscation claims, OpenVPN was shown to be
vulnerable to fingerprinting attacks through observable packet
characteristics, enabling targeted blocking [30]].

Few studies [13]], [31], [34] have explicitly focused on
mobile VPNs. Tkram et al. [[13]] conducted the first analysis of
Android VPNs in 2016, analyzing 283 VPN-enabled apps with
runtime analysis on 150 of them, focusing primarily on privacy
violations through third-party tracking and TLS interception
using static analysis combined with limited dynamic testing.
Wilson et al. [31] extended mobile VPN research to iOS,
primarily investigating the unencrypted network traffic of 57
VPNs. Their work highlighted that many apps fail to encrypt
sensitive information such as passwords and VPN configura-
tion files. Zhang et al. [|34]] took a protocol-focused approach,
analyzing OpenVPN configuration files used by Android VPN
apps and uncovering systematic misconfigurations.

Overall, prior studies often focus on isolated components,
smaller VPN datasets, or desktop platforms. In this study, we
develop MVPNalyzer, a systematic, modular, and extensible
framework for conducting large-scale and continuous evalua-
tion of mobile VPN applications.

ITII. MVPNalyzer DESIGN

We design the MVPNalyzer framework to systematically
and comprehensively analyze the security and privacy posture
of mobile VPN apps. The overall design of MVPNalyzer is
depicted in Figure 2] Our primary emphasis is towards making
the framework modular and extensible; as poor security and
privacy practices evolve over time, new analyses and tests must
be added periodically. Thus, the framework is structured to
facilitate the addition of new streams of data collection and
data analysis.

At a high-level, MVPNalyzer consists of three modules: (1)
Data Collection, (2) Data Processing, and (3) Data Analysis.
The Data Collection module is responsible for collecting
different types of attributes and data associated with the app,
including app metadata, network traffic (both encrypted and
decrypted), local storage, efc. The Data Processing module
converts the raw data into an analyzable format. For instance,
the collected network traffic includes all activity from the
mobile device; for a finer analysis, we developed a special

attribution pipeline to identify the traffic generated specifically
by the VPN app. Lastly, the Data Analysis module works on
the raw and processed data to extract meaningful information
and security violations by the VPN apps. Each module works
independently and can be easily extended to add newer data
pipelines and/or analyses. In this work, we show the usefulness
of the framework in identifying various security and privacy
violations and the potential for it to be the de-facto system for
analyzing mobile VPN apps going forward.

In the following sections we detail each module of the
MVPNalyzer framework.

IV. COLLECTION & PROCESSING

Raw data collection is the most essential component of the
MVPNalyzer framework. However, such raw data may not
always be suited for extracting meaningful information and
performing nuanced analysis. Thus, we perform an additional
data processing step, which helps us streamline our subsequent
analysis pipeline. This section details both the data collection
and processing steps.

A. Data Collection

To capture VPN apps’ malpractices, we require detailed
visibility into their functioning as well as evidences of such
practices (e.g., in network traces of such apps). MVPNalyzer’s
Data Collection module collects different types of data to
facilitate a fine-grained analysis. Specifically, for a given app,
we collect app metadata from the Google Play Store, network
traffic (both inside and outside the VPN tunnel), TLS session
keys, opened sockets, and local storage (including caches).
Overall, the data collection consists of four steps: (1) app
metadata collection, (2) instrumentation and configurations,
(3) app execution and tunnel establishment, and (4) user
interaction with and traffic generation via the VPN app.

1) App Metadata Collection: Before running and testing a
VPN application, we first obtain its metadata from the Google
Play Store. Using the google_play_scraper library [35],
we retrieve a wide array of metadata, including but not limited
to the app description, developer information, ratings, and
number of installs.

2) Instrumentation & Configurations: The core functional-
ity of MVPNalyzer requires visibility into the encrypted traffic
generated by the VPN app. Multiple communication vectors,
such as backend API interactions, configuration exchanges,
and contact with third-party advertisement and tracking ser-
vices, are all conducted over the network.

Traffic Decryption: Gaining visibility into TLS traffic
requires the capability to decrypt it. However, common ap-
proaches to TLS decryption on Android are becoming difficult
due to platform and app-level hardening. One popular method
is to install a self-signed root certificate and run a flow-
terminating proxy (e.g., mitmproxy) [36]]. However, since
Android 7.0, apps no longer trust user-added root certificates
by default [37]. Further, the system-provided (and thus trusted)
certificate store is on a read-only disk partition, which cannot
be remounted as read-write on production phones even with
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Fig. 2: High-level architecture of the MVPNalyzer framework, comprising of three engines: data collection, data processing,
and data analysis. The system captures raw traffic captures, socket metadata, TLS keys, and app storage, processes it via
attribution and decryption, and supports modular analysis to detect security and privacy issues in Android VPN apps.

root access. Even if we succeeded in installing a self-signed
root certificate to the system store, we still may not be able
to decrypt traffic due to certificate pinning [38]], which causes
the app to terminate TLS connections if the server presents
a certificate that does not match the expected hashes. For
this reason, mobile reverse engineering tools such as Frida
are commonly used to bypass known implementations of
certificate pinning [39], [40]. Unfortunately, Frida’s popularity
has motivated apps to detect its use in a number of ways, such
as by detecting the pt race system call [41]], [42]. On top of
that, Frida is known to crash under certain circumstances [43]].

Thus, we take a more robust approach to traffic decryption,
utilizing function hooking through the LD_PRELOAD environ-
ment variable [44]. The process involves compiling a shared
library that redefines SSL_new, an OpenSSL function that is
invoked when a new SSL connection is initiated and creates
the data structure to store the SSL connection state [45]. We
then set the LD_PRELOAD environment variable to point to
our shared library. When SSL_new is called, the dynamic
linker resolves the symbol to our custom implementation of
SSL_new instead of the real implementation in legitimate
OpenSSL libraries. Our hook logs TLS session keys—which
can be used to decrypt packet captures—before dispatching
execution back to the real SSL_new. This approach avoids
limitations of other popular traffic decryption methods and is
simple, portable, and largely transparent to the app. However,
this approach also presents some implementation challenges.
LD_PRELOAD purely uses the function name to hook and is
not aware of where the original function is defined; returning
program execution to the wrong library can thus cause the app
to crash. To handle this, inspired by [46], we examine the call
stack at runtime to determine which library the intercepted call
originated from, and ensure that we dispatch execution back
to the correct function.

Socket Statistics: We continuously record socket in-
formation throughout the app’s execution by repeatedly
invoking the ss utility [47]. This allows us to cap-
ture all active sockets on the device, along with their
associated five-tuples (src_ip, dst_ip, src_port,
dst_port, proto) and the owning UID identifying the

app responsible for the connection. Although this polling-
based approach may miss very short-lived connections, it
is sufficiently reliable for packet attribution (detailed in
Section [[V-BI). The collected socket information is saved
alongside the packet captures and used during processing in
Section to isolate VPN-generated traffic.

3) App Execution and Tunnel Establishment: Once the
instrumentation and socket metadata collection infrastructure
is in place, we proceed to execute the VPN app and initiate
the connection to its VPN tunnel. After launching the VPN
app, we manually interact with the app to navigate its UI and
complete the VPN tunnel connection process. In contrast to
prior Android analysis studies that use automated tools like
Monkey to simulate random inputs [48[], [49], our approach
favors manual interaction due to the complexity of Ul elements
(e.g., closing pop-ups, watching ads, and in one case, playing
with a virtual pe prior to tunnel connection. Monkey, while
useful for exploring app code paths, generates random input
events and therefore offers no guarantee that the VPN tunnel
will be successfully established. This makes it unsuitable for
our purposes, where tunnel establishment is the most critical
prerequisite for capturing meaningful data for subsequent
analysis. Once a tunnel connection is established, which we
confirm by monitoring for the existence of a tunnel interface,
we start a packet capture on the tunnel interface to observe
traffic going inside the tunnel. This traffic represents all the
flows that the app observed and tunneled to the VPN server.

4) User Traffic Generation: With the VPN tunnel active,
we generate realistic traffic to help us analyze and reveal
how the app handles user traffic. We simulate a common user
scenario: browsing a diverse set of websites in a browser while
connected to a VPN. This traffic forms the basis for detecting
issues such as traffic leaks.

We begin by launching a second t cpdump process on the
tunnel interface to capture in-tunnel traffic that is not visible
on the wireless interface due to VPN tunnel encryption. The
system then visits 50 URLSs, selected from the Tranco list [S0]
by requesting domains and following redirects until reaching a

'Phone Guardian VPN (com.distimo.phoneguardian) requires the user to
pet a virtual husky to connect to the VPN.



live web server, using the Chrome browser. These URLSs reflect
websites commonly accessed by legitimate VPN users, such as
social media platforms blocked by some network adversaries
(e.g., Facebook, X, YouTube) [S1f], [52]], as well as services
that enforce georestrictions (e.g., Netflix) [53]-[55]]. In addi-
tion to popular URLs, we attempt to visit two non-existent,
app-specific domains to help identify DNS leakage. Specifi-
cally, we compute the md5 and shal hashes of the package
name and construct domains of the form www . <hash>. com.
Because these domains are highly unlikely to be contacted by
background processes, their appearance in out-of-tunnel DNS
traffic provides a strong signal of DNS leakage.

Each website is loaded for six seconds to allow page content
and embedded resources to fully load, ensuring the total active
testing period after tunnel establishment exceeds five minutes,
consistent with prior mobile app research [[13]], [48]]. Once the
visits are complete, we terminate the browser and clear its
cache to ensure subsequent tests issue all network requests
rather than retrieving cached content.

As part of the teardown process, we also extract auxiliary
data such as device identifiers (e.g., Advertisement ID, IMEI)
and the app’s local storage files. Although our focus is on
network traffic, this additional context can expose issues not
evident from traffic alone. For example, VPN configuration
files recovered from local storage may reveal tunnel insecurity,
as described in Section We copy all three dedicated
storage locations for the app: credential-encrypted storage
(private storage accessible only after the device is unlocked),
device-encrypted storage (private storage accessible even when
the device is locked), and external storage (shared storage ac-
cessible to any apps granted the appropriate permissions) [S6],
[57]. Finally, all collected data is compressed and transferred
back to the host machine for further processing and analysis.

B. Data Processing

Before analysis, the raw data that MVPNalyzer collects is
processed and transformed into formats suitable for analysis.
In this section, we describe four processing modules: identify-
ing VPN-generated traffic, decrypting TLS flows using session
keys, translating protocols (e.g., converting HTTP/2 traffic into
HTTP/1.1) to ensure compatibility with analysis tools, and
extracting VPN configuration files from local storage.

1) Traffic Attribution: Correctly attributing network traffic
is essential to avoid mischaracterizing app behavior, particu-
larly the information it transmits. Because multiple processes
run concurrently, including system services and our browser
for traffic generation, packet captures will also contain traffic
generated by other apps. This challenge is compounded by
split tunneling, where only some traffic is routed through the
VPN while other flows bypass the tunnel. Without proper
attribution, a flow carrying device fingerprints to a tracking
service, for instance, cannot be definitively linked to the VPN
app, as it may originate from another app on the device.

Thus, using the socket information collected in we
filter each packet capture to retain only packets sent from a
socket opened by the VPN application. Packets are matched to

sockets by five-tuple, and sockets are mapped to applications
using UIDs. We save the resulting VPN-attributed packets to
a separate packet capture that can be used for further analysis.

2) TLS Decryption: Next, we decrypt TLS traffic in the
VPN-attributed packet captures. Because both the wireless
and tunnel interfaces may contain encrypted traffic generated
by the VPN app, we decrypt traffic on both interfaces using
the TLS keys output from our LD_PRELOAD instrumentation
(described in Section and tshark. The decrypted
traffic is then saved to a separate packet capture to avoid
confusion with traffic that was originally unencrypted.

3) Protocol Translation: To support analysis using exist-
ing traffic analysis frameworks such as Zeek, we translate
HTTP /2 traffic to HTTP/1.1. This translation preserves the
semantics of the data but enables existing frameworks to parse
HTTP requests and responses.

4) Extracting VPN Configuration Files: To analyze VPN
configuration files (detailed in section Section , we extract
them from the VPN app’s local storage. While there are
many tunneling protocols, we focus on OpenVPN as it is
the most widely used protocol in our dataset (over 50%
of apps). Although OpenVPN configuration files often use
the .ovpn extension [58]], only 8 out of 108 apps with
such files in our dataset follow this convention. We therefore
use an alternative approach, identifying configuration files by
matching file contents against a minimal set of directives
required to establish an OpenVPN connection (e.g., client,
remote, dev, efc.).

V. ANALYSIS

To comprehensively examine the security and privacy pos-
ture of Android VPN apps, MVPNalyzer applies five analysis
modules that extract structured metrics from collected data.

A. Unencrypted Traffic

Mobile VPN applications are widely perceived as security-
and privacy-enhancing tools, and they occupy a privileged
position on the device where they observe and handle all
user traffic. As a result, failures to encrypt the apps’ own
communications (e.g., fetching server lists and configuration
files) expose users to heightened risks. Thus, this module aims
to identify unencrypted traffic generated by VPN apps and to
characterize the transmitted data and its destinations, which
range from backend VPN control-plane servers to advertising
and tracking infrastructure.

While any unencrypted traffic leaks data to on-path ad-
versaries, the severity of potential attacks depends both on
the content type [59] and how the endpoints handle it (e.g.,
integrity checks or sanitization can mitigate malicious modi-
fications). We check for a range of content types, including
web resources (HTML, JavaScript, and JSON) and specific
files such as VPN configuration files. We note that HTML
and JavaScript may be susceptible to code injection [22],
[23]], while JSON may contain sensitive information that an
adversary can easily modify. Most concerning, however, is
the unencrypted transmission of VPN configuration files, since



modi cations can cause a client to connect to an adversatymnel. Finally, we note that the VPN app itself might send
controlled VPN server. traf ¢ outside the tunnel even when connected, but we do not
To identify unencrypted content types, we use Zeek [60], aonsider this a leak since traf ¢ originates from the VPN app
open-source, event-based network traf ¢ analysis frameworather than from the user's activities in other applications.
widely used in security research and operations. Zeek parsebnencrypted Tunnels: Tunneling user traf ¢ through un-
the application-layer protocol and lIters for HTTP traf c. For encrypted protocols can conceal a user's IP address from an
each HTTP message, we use Zeek's built-in signatures @nd server but leaves the traf ¢ vulnerable to surveillance or
determine the content type. We further re ne the approadiiocking by network intermediaries. To detect unencrypted
by searching foxscript> tags in HTML to identify cases tunnels, we examine the transport-layer payloads of packets
of embedded JavaScript, which the built-in signatures do nmh the wireless interface. If a large proportion (90%) of visited
capture. To detect con guration les and JSON, we develogomains appear in the payloads but not in standard protocol
custom parsers in Spicy, a parser generator language whatds (e.g., TLS SNI or DNS query name), we infer that the
parsers can be integrated into Zeek [61]. Our JSON parsgp is tunneling traf ¢ without encryption.
implements the JISON grammar [62], and our con guration le .
parser is loosely modeled on the one used by the Openvisn VPN Obfuscation
Android app [63]. All detected unencrypted content types areAs VPNs are increasingly used for censorship circum-

then stored for subsequent analysis. vention, network adversaries, including ISPs and nation-state
censors, have developed a range of techniques to detect and
B. Trafc Leaks block VPN traf ¢ [64]-[68]. While some VPN apps advertise

While VPN applications are expected to tunral user resistance to blocking, such promises are only meaningful if
traf c securely, leaks remain a persistent issue in practicemeasures are taken to avoid detection. In this module, we
Such leaks violate the core guarantee of VPNs and expa@ssess whether a VPN app implemesnty basic obfuscation
user data to network intermediaries. This module focuses tinevade simple detection or blocking measures. Speci cally,
identifying three types of leaks: (IDNS leaks where DNS we test for three indicators of VPN trafc: (1) trafc over
gueries are sent outside of the tunnel; (@er trafc leaks well-known VPN protocol ports, (2) protocol signatures rec-
where traf ¢ from other applications fails to be tunneled; andgnizable by standard parsers, and (3) domains in DNS or TLS
(3) unencrypted tunnelswvhere user traf ¢ is tunneled over traf ¢ that suggest contact with VPN servers (e.g., the presence
unencrypted protocols like HTTP or SOCKS. of the string “vpn” or the package name in the domain).

DNS Leaks: To detect DNS leaks, we monitor DNS re- Standard Ports: Traf c over standard and default ports
guests on the wireless interface after tunnel establishment arsgéd by circumvention tools, including VPNs, has previ-
check for requests to domains visited in Section IV-A4. Oausly been targeted for blocking [69], [70]. We therefore
Android, DNS requests are typically issued by the systeoheck for traf c on well-known VPN ports500/udp and
resolver rather than individual applications, which preven#b00/udp for IPsec,1194/udp and1194/tcp for Open-
our packet attribution method from identifying their sourcé/PN, 1701/udp for L2TP, 1723/udp for PPTP, and
Moreover, sinceMVPNalyzervisits popular domains from the 51820/udp for WireGuard.

Tranco list, incidental overlap with domains contacted by the Protocol Parsing: Well-known VPN protocols, when used
VPN app itself is possible, so out-of-tunnel DNS queries dwithout obfuscation, can be detected by adversaries using stan-
not always indicate a DNS leak. We therefore ag a DNS leattard protocol parsers. To identify the use of such protocols,
if either (1) a signi cant proportion (90%) of domains visitedwe leverage the protocol parsers built into nDPI [71], an
by MVPNalyzerappear in out-of-tunnel DNS traf ¢, or (2) any open-source deep packet inspection (DPI) toolkit for trafc
of the “unique hash” domains (as described in Section IV-A4)assi cation. Unlike alternative traf ¢ analysis tools such as
appear in DNS requests outside the tunnel. Wireshark, which often rely on port numbers for protocol

User Traf ¢ Leaks: When user traf c leaks outside theidenti cation, nDPI applies signature- and heuristic-based de-
tunnel, the core security guarantee of a VPN is underminddction to identify protocols regardless of port, allowing us
leaving traf ¢ vulnerable to the same attacks as if no VPNKb detect VPN traf c even when apps use non-standard ports.
were used. Becaus®VPNalyzer visits all websites over Successful identi cation of a common tunnel protocol suggests
HTTPS, we detect user traf ¢ leaks by inspecting the Servénat the VPN app makes a limited attempt at obfuscation.
Name Indication (SNI) extension of TLS Client Hello mes- VPN Domains: While tunnel traf c can be obfuscated to
sages in out-of-tunnel traf ¢ for visited domains. The presen@ade detection, VPN-related metadata may still reveal a user's
of these domains indicates a leak but does not reveal wheth@&N usage and potentially put them at risk. In particular, DNS
it is due to miscon gured routing rules or tunnel failure. Toqueries and TLS Client Hello SNIs observed in out-of-tunnel
make this distinctionMVPNalyzermrecords whether the tunneltraf c may indicate connections to VPN services. To detect
interface still exists at the end of testing; we classify traf c athis, we check DNS queries and TLS Client Hello SNI elds
leaked only if the tunnel interface remains active. Similar tior domains containing either (1) the substring “vpn”, which
DNS leaks, we conclude that a VPN app leaks user traf ¢ if prior work has used to identify VPN usage [72], or (2) any
large proportion (90%) of visited domains appear outside tip@rtion of the application's package name. Because Android



application package names are conventionally structured as
reverse domain names, as recommended in Java [73], we ex- | client
clude common suf xes by removing package name segments dev tun

that appear in the Public Suf x List [74]. remote my.vpn.server 1194 udp
i ] o cipher AES-256-CBC
D. Tracking and Fingerprinting auth-user-pass
Advertising, tracking, and device ngerprinting are common ca ca.crt

monetization strategies for free VPN services [75]. However,

when users transfer trust to VPN applications, they often

expect increased privacy [.12]’.[.25]' In a_ddition, VPNs .haVE'g. 3: OpenVPN client con guration le ¢lient.ovpn ).

become part OT the essential digital too!k|t for users at T'S'.( ach line contains a directive followed by zero or more

targeted surv_eﬂlgnce [24]. Thus, trackmg.and ngerp“m.mr%arameters, which are shown iialic.

by VPN applications undermine these privacy expectations.

To evaluate apps' tracking and ngerprinting practices, we

analyze outbound communications to advertisers and trackerﬁ, . . .
which instruct the VPN client and server on how to establish

as well as the types of data transmitted, r manage the tunnel (Figure 3 shows a sample con guration
This analysis requires examining all traf c generated by th 9 9 P 9

VPN app—including cleartext and decrypted HTTPS traf c— €). For efzalr;plt(aj,dtherem(zjte and mgher dlrtehctgles spectlfy |
using the attribution and decryption techniques described FPF SErvers 1= address and encryption method, Tespectively.

Section IV-B. Because VPNs may generate their own traf ¢. 2ach VPN protocol de nes a different set of con guration
within the tunnel alongside user trafc, we inspewPN- directives. While some protocols have straightforward con g-
attributed packets on both the tunnel and wireless interface&ations, others offer more complex combinations to provide
We then extract contacted URLs and compare them agairiafiPility for specic use cases. However, without suf cient
popular Iter lists like EasyList and EasyPrivacy [76]. security awareness, this versatility can lead to miscon gu-

We also examine ex ltrated data to assess whether it coJI?it'c:ns, that expose users to_S|ng1| C"’t‘)m risks. We fﬁcush OI?
enable tracking or device ngerprinting. Following prior workahalyzing OpenVPN con guration les because more than ha

[77], MVPNalyzerleverages the tendency of Android apps (e apps in our datasgt default to OpenVPN. )
transmit information in structured key-value pairs. We extract We base our analysis on the latest OpenVPN version (2.6).
these pairs from three parts of the application-layer payloafe reviewed the reference manual [80] to identify directives
(1) non-standard HTTP headers (i.e., excluding those de n¥fth security implications, including security features, best
in RFCs), (2) query string parameters in HTTP GET requesf¥actices, and hardening recommendations [81]. Across the
and (3) HTTP POST request bodies. For POST requests, G guration les in our dataset (refer to Section IV-B4), we
restrict analysis to form-encoded or JSON data. These o€ 18 directives with associated security risks. We use these

identi ed using text patterns rather than tBentent-Type directives to classify apps into four categories based on their
header, allowing us to extract key-value pairs even when tf§@mpliance with best practices and recommendations.
header is missing or incorrect. Insecure Cryptography: It is important that VPN providers

To characterize the type of data being ex Itrated, we catélse secure ciphers that comply with OpenVPN recommen-
gorize the extracted key—value pairs based on their semast@tions, as weak algorithms can expose users to trafc
content. Specically, we use regular expressions to searfRCryption or machine-in-the-middle (MITM) attacks [34].
all extracted pairs for device attributes (make, model, IMEYVe identify weak cryptography through insecure cipher
serial number, MAC address, screen size, Android versigiloices (e.g., Blow sh, 3DES) specied in theipher or
Android API level, and Advertising ID), location informationdata-ciphers  directives, as well as missing authentication
(IP address, coordinates, city, timezone, and country), alidtheauth directive.
language information. Among these, the Advertising ID and IP Weak Authentication: Strong authentication prevents
address or geographic coordinates are particularly concernidgauthorized access to VPN servers and protects other users
as they enable persistent and precise user tracking acr®®gring the infrastructure. OpenVPN supports username/-
sessions and services. The Advertising ID was introduced password and client-certi cate authentication, and combining
a privacy-preserving alternative to hardware-bound identi et§em as multi-factor authentication can signi cantly improve
like the IMEI and is designed to be resettable and, since 203gcurity [82]. We therefore check for both mechanisms:
deletable [78]. In practice, however, most users are unawaéh-user-pass for username/password authentication
of its existence, let alone how or when to reset or delete &ndcert /key for client-certi cate authentication.
which limits its effectiveness [79]. Deprecated Directives: OpenVPN regularly updates its

) directives—introducing new ones and deprecating or removing
E. VPN Con guration outdated ones that pose security risks—to align with state-

VPN apps use con guration les to de ne the settings ofof-the-art security practices. While OpenVPN still supports

the tunnel. These les specify parameters throutitectives deprecated directives to maintain backward compatibility,



Google Play Store Search Terms

VPN VPN app Secure VPN

Fast VPN Free VPN Unlimited VPN

VPN proxy VPN for privacy VPN with no logs

VPN with split tunneling VPN for streaming VPN for gaming

VPN with kill switch VPN with multiple servers VPN with encryption

VPN for Android VPN for public Wi-Fi VPN for travel

VPN for torrenting VPN for school VPN for work

High-speed VPN Low-latency VPN Reliable VPN

Best free VPN Premium VPN Cheap VPN

Trial VPN VPN for Net ix VPN for sports streaming

VPN for YouTube Private VPN Anonymous VPN

VPN with strong encryption ~ Fast free VPN Secure private VPN
Flg 4: Intersection of VPN app behaviors across the ve Best VPN for streaming Unlimited free VPN No-logs secure VPN

VPN and proxy tools

analysis modules (traf c leaks, unencrypted content, VPN

obfuscation, tracking/ ngerprinting, and con guration issues)TABLE |: Complete list of VPN-related search terms queried
across all supported countries on Google Play Store during
our evaluation dataset construction.

adopting the latest security features should remain a priority

for VPNs given their role as security- and privacy-enhancing

tools. We quantify the use of directives marked as deprecag@@vided only VPN client functionality, or required updates

in OpenVPN documentation [83]. at the time of testing (to keep download dates consistent). We

Hardening Options: OpenVPN provides several con gu-then tested the remaining apps, removing those that failed to

ration options to mitigate known attacks against VPNs [80jgunch or could not establish a VPN connection. Among the

[81]. While not required for functionality, their usefunctioning VPN apps, our traf c-leak analysis revealed that

demonstrates commitment to security. We therefore chegkme failed to tunnel browser traf c. We manually examined

for directives such astls-auth , tls-crypt , and these apps and ltered out those explicitly claiming not to
tls-crypt-v2 , which authenticate control-channel mesbe general-purpose VPNs—that is, while they use Android's
sages, angerify-x509-name andremote-cert-tls , VPN interface, they either do not tunnel all user traf c (e.g.,

which verify the server's identity to prevent impersonation. tunnel only to streaming services) or repurpose the interface
for other network-management tasks (e.g., anti-virus apps that
VI. RESULTS block connections to malicious websites or DNS changer apps

that modify the default resolver).

In this section, we present results from our systematic e ranMVPNalyzels Data Collection module on OnePlus
investigation of popular VPN apps using théVPNalyzer Nord 5G (CPH2513) devices running Android 14, the latest
framework. We follow the analysis outlined in Section Viroduction version at the time of experimentation. Data Pro-
and report our ndings across ve categories. The aggregatedssing and Analysis were subsequently performed on a Linux

results are shown in Figure 4. machine running Ubuntu 22.04.
To evaluate whether Android VPN apps uphold their ad-

vertised guarantees, we curated a dataset of 281 operatighalJnencrypted Traf ¢

VPNs from the Google Play Store. We began by scraping|n this subsection, we analyze the network traf ¢ of mobile
search results for 40 VPN-related search terms (e.g., "fagbN apps that transmit unencrypted data outside the tunnel.
VPN", “VPN for gamers”, etc.), as well as the “VPN &\ye present our ndings on the presence of such trafc, the

Proxy Tools” app category, across all supported countrigges of data exposed, and their security implications.

n N_ovem_ber 2024. A complete list of the search terms is Unencrypted Traf ¢ Volume: Overall, we observed 10,552
provided in Table I. Because the web interface returns at

most 30 apps per query, this process yielded up to 1’ZBBencrypted ows across 61 VPN apps. Figure 5 shows the

results per country. Although searches within the Androir&umber. of unique unencrypteq ows generated by. each app,
- ategorized by content type (i.e., HTML, JavaScript, JSON,
Play Store app return more results, they remain mcomplecie

and are signi cantly harder to collect given the complexity o r;dstV\ZNuggggur?ggnovl\zs)\'lv::légﬁli’ I::f/ ?}ppssgﬁgﬁlrattii at
robust Android Ul automation. We then constructed a globaﬁ yptes ' Kylovpn 9

set of unique apps across all search terms and regions. Frrgr%st (2,075)..Alarm|ngly, most apps transmlttln_g ungncrypted
this set, we automated downloads from the U.S. Play Stocr?antent are highly popular, averaging 11.16 million installs.
onto a physical Android 14 device. Apps that were not free to Categorizing Requested URLs:To further analyze the
download were skipped, and successfully downloaded APRIgartext traf c sent by VPN apps, we examined the endpoints
were extracted for testing. contacted in unencrypted web requests. We categorized these

Despite using VPN-related keywords in our searches, ndRLs using VirusTotal, selecting the ForcePoint engine as
all apps requested th&8IND_VPN_SERVICE permission; . . . .
Apps that do not provide a VPN service but function solely as clients,

we ?Xamined onIy those. that did. We excluded apps th@&uiring users to supply their own con guration les for external VPN servers
required an account or in-app payment to use the serviee; managed by the app.
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